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Extricom makes no representations or warranties, whetheexpress or implied, that the Extricom
wireless local area network (WLAN) system, Extricom Netwrk Management System, or any
component thereof shall meet the purchasers operatinggequirements or that system operation
will be uninterrupted or error-free. All WLANS, includ ing the Extricom WLAN system, can
potentially be affected by outside sources of interferencgich as other broadcasting devices,
radiation, device immunity level, and other external sourcesf interference.
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This Product Guide provides detailed information about thteifes of the Extricom EXNM-2000
Network Management System. The Product Guide is targetedechnical and sales audience with
general knowledge of Extricom products.

This Product Guide is designed to give a comprehensive outlthe alvailable functionality in the
EXNM-2000. It is not intended as a guide to implementingamdiguring the EXNM-2000. Users
seeking information on deployment and configuration questions shoosilt theeXNM-2000
Network Management System User Guide
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The Extricom Wireless LAN provides an unmatched combinati@mnaplicity, performance, and
reliability, enabling companies to confidently and cosedtff/ely transform their operations from
wireline to wireless.

An essential aspect of this transformation is the gliditefficiently manage multiple Extricom
WLANS in a centralized manner. For this task, Extricaffers the EXNM-2000 Network
Management System (NMS), a comprehensive tool that eraydésm Administrators to manage
any size of Extricom WLAN from a single interface. Emptaythe FCAPS (Fault/Configuration/
Accounting/Performance/Security) network management nadeh Client/Server architecture,
the EXNM-2000 seamlessly connects with Extricom’s completeoliremterprise switches and
access points, providing easy, standards-based systenmsa@tion, configuration, and
monitoring.

The EXNM-2000 supports medium-to-large-scale enterprisehéve deployed up to 2,000
Extricom WLAN switches. It runs on standard enterpresger platforms to maximize
affordability and flexibility.

System Administrators benefit from the highly intuitive NM&irface that allows wireless
network monitoring from a single vantage point, and givesiek and efficient way to
commission multiple Extricom WLANs with minimal per-switthervention.

EXNM-2000
Client

Intranet/
Internet

EXNM-2000
Server

Figure 1-1: Multi-Site Management Scenario
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For enterprises, the WLAN is increasingly a businesszatipart of their day-to-day operations,
and it is essential that it be both flexible and scalabhe EXNM-2000 ensures this by
consolidating multiple management tasks into two basicgsses:

Auto-discovery of up to 2000 switches associated to thousandsessapoints (APS).

Group configuration of all discovered switches as if theye a single switch, and monitoring
the whole network from a single screen.
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Figure 1-2: Geographic Map View

Using the EXNM-2000, system administrators can perform gpl@mset of configuration tasks
on individual switches or groups of switches. Geographic maps\adlaw the administrators to
quickly drill down to specific devices and view key configuratparameters. The system also
enables bulk operations such as applying standard configus,atidding same ESSID to all
switches in one operation, rebooting switches, or upgradimyvire.
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Ensuring that enterprise security standards arelgtoioserved is a key component of any
management solution. The EXNM-2000 provides a comprehensive aatfajurable security
management features, including secured client/serveprsssiser management with the ability
to interface LDAP servers for user authentication, gseap custom privileges based on
location/site and functionality management, and audistrai
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Figure 1-3: Security Configuration
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The EXNM-2000 includes extensive and highly customizable faulagement capabilities,
including alarm displays and reporting of connected devates
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Figure 1-4: Alarm Configuration Window
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In today’s business climate, it's not enough for a WLANtovide connectivity. It has to provide
the kind of performance that will allow end-users to seastjexccess the backend applications
they need to do their jobs. To ensure visibility of wissleerformance, the EXNM-2000 offers
configurable statistics polling of hundreds of optionabpagters, as well graphical representation
of the statistical performance of monitored devicesea&ktime or during any time period in the
past.
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In recognition of the fact that systems are often heteregsnend multi-vendor, the EXNM-2000
provides a configurable northbound interface for third-peetgieval of the relevant traps by NMS
solutions such as HP OpenView.
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The hallmark of Extricom technology is simplicity, flexibjl and performance in high-stress,
real-world environments. The EXNM-2000 extends this tradigmabling a new level of quick,
reliable, and cost-effective integration of Extricomisa@nel Blanket™ architecture into
enterprise IT strategies
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The EXMN-2000 has three synchronized network views: tree, \i&p view, and device view.

The tree view presents the managed network topology asdotiiee each per sub domain and a
list of devices under each folder (switch devices and APsvateh).

The map view presents the same managed network topolsgy asaps, one each per sub
domain and a list of icons inside each sub map (switch deaité APs connected to the switch).

The color of each icon in both network views refletdsaiarm status (as read from the managed
device) or the aggregated status of the managed devicesitunde
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Figure 2-1: Map View




Extr@t)ﬁ'l
=

In the tree view, the aggregated alarm status is dejpgct@ colored arrow, allowing the user to
easily find the reason for that status. The network cordigpn is modified by the data collected
by the automatic discovery mechanism (see “Discovery” on p. ) armanual user action
(performed by a privileged user).

The device view shows a graphical presentation of the fate @i the devices in the wireless
network. The colors of the connectors indicate the following:

Gray: port powered off
Dark green: port powered on

Bright green: port powered with a connected and functioniag A
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Figure 2-2: Device View
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The inventory view is show below.
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Figure 3-1: Inventory View

This view displays a table that lists all switch deviageder management including their name, IP
address, model type, software version, PCB HW versgsgrably HW revision, and serial

number.
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Bulk operations are used to perform the same configurttgkon a group of devices
simultaneously. Bulk operations can be scheduled acuptdia date and start time. The bulk
operations window allows the user to view any previously sdeedwlk operation tasks.

Available bulk operations are:
Firmware upgrade
Configuration upload
Reconfigure
Reboot

The EXNM-2000 generates status reports showing which devicesswecessfully configured as
requested, as well as any configuration failures tlzat Imave occurred.
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Clicking Discovery opens a tab in the main window displaying a table of cordayiiCP
networks to be discovered and searched-for managed sievites.
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Figure 3-2: Discovery View

The configured TCP networks table consists of a sefiesws, each containing one network
record including the IP address range and subnet mask, dipq@oueess progress indication,
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time of last discovery, and the number of discovery aildd-to-be-discovered devices (from the
last discovery process).

The discovery process is performed automatically every GhBuwvileged users can initiate the

discovery process manually. Discovery ranges may be deficeddaing to IP addresses or subnet
masks.
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TheDevice Configurationviews offer detailed views for system, radio, rogs8]D, Link,
Radius, Access Points and Advanced configuration.
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The SystemConfiguration view is shown below.

Figure 4-1: System Configuration View
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TheRadio Configuration view is show below.

Figure 4-2: Radio Configuration View

The main window on the right displays the current swigatio configuration.

%



#, +#, (%

Figure 4-3: Rogue Detection Configuration View

In theRogue Configuration panel, the user can enable or disable rogue AP detection.
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Figure 4-4: SSID Configuration View

TheSSID Configuration panel displays a list of existing SSIDs on the left sidéne window.
SSIDs may be added or deleted using this window.

The SSID configuration can contain up to four links to RAS servers for RADIUS redundancy.
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Figure 4-5: Link Configuration View

TheLink Configuration panel is used to link a specific SSID to a radio. Mbas one SSID can
be allocated to each radio. The user may connect (chedigomnnect (uncheck) each configured
SSID and radio interface.
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Figure 4-6: RADIUS Configuration View

TheRADIUS Configuration panel displays a list of configured RADIUS servers. The cze
edit, add, or delete RADIUS servers. All defined RADI&Bvers will appear in the dropdown
menu that is part of the SSID configuration.
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Figure 4-7: Access Point View

TheAccess Point Configurationpanel provides a graphical presentation of the switch.pints
user can power on (PoE) one or more ports by clicking omé.uEer may also power on or off
all ports by clickingPower On All or Power Off All.

When powering on an AP, the AP firmware is automaticallyrdoaded and the AP becomes
ready in a matter of seconds. The screen will show the cmthAP after it loads.

The colors of the connectors indicate the following:
Gray- port powered off
Dark green- port powered on
Bright green- port powered with a connected and functioning AP

In addition, when an AP is connected, an AP will be preskon the screen attached to the
specific port.
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Figure 4-8: Advanced Configuration View

TheAdvanced Configuration panel is divided into three tabs: General, Syslog and Rogue

TheGeneraltab is used for general configuration of the switch. Thevellg parameters can be
set and modified:

Redundancy: Allows setting two switches, one as a Main and the oth&tandby. When the
internal algorithm decides the Main switch does not functioe Standby switch will take
over.

TrueReuse:When environmental conditions for TrueReuse exist, subjebetagdsigned
channels combination and switch version, the user can thec&dio (channel) that will
enable TrueReuse for that blanket.

SNMP: Select checkbox to enable SNMP traps for the swatot,add the trap destination IP
list and approved managers list.

802.11d support Enable 802.11d support for either all SSIDs or per individ&GDS.

AeroScout support Enable AeroScout support for location based servicegjtfoer all
SSIDs or per individual SSIDs.



The Syslogtab is used for configuration of the syslog server andni@toring interface for
special Extricom applications.

TheRoguepanel holds a table of allowed BSSIDs, and the listeaedited.

(2& +# (% %
General device configuration options include:

Sending all configurations to the device
Restoring all configuration settings to a preconfiguredudefa

Reading all configurations from device and discarding ahges



5 (% (#) %

The EXNM-2000 main window displays a Fault Management viewealbdktom of the page that
shows all current open alarms and event log history, dicepto alarm definitions set by the
system administrator.

There are two fault management vie@gen Alarms andEvent Log.

b0
TheOpen Alarms view displays a table of current open alarms. Eacle tabV contains one

alarm record including unique sequence number, timalatelof the alarm, severity, textual
description, alarm source, and alarm type. The talslertable by clicking a specific column.

2 %4#

Just as for th®pen Alarms view, TheEvent Log view displays a table of logged events. Each
table row contains one event record, using the same pararastEnOpen Alarms. This table is
sortable and filterable.

(% ((#) % +#, (%

The EXNM-2000 allows the system administrator control over kvalarms are monitored, and
what their priority is. The Fault management configuratiamdaw is show below:



Figure 5-1: Alarm Configuration View And Event Log Display

See Appendix B on p. 31 for a table listing the alarm typssmiay be selected for display, and
their default priorities.
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The EXNM-2000 system can be configured to send an emaiSMTP server) to a list of one or
more recipients upon generation of a specific event amalar
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The EXNM-2000 has a northbound interface that can betossehd WLAN alarms to a manager
of managers.

Figure 5-2: Northbound Interface Configuration View

The northbound interface allows the administrator to \adist of all events and alarms in a
single table and select specific events and alarms thdtersent northbound. The administrator
can also specify the list of SNMP managers to whiclséhected traps will be sent.
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Performance management functionality is accessed usingbso
Configuration: Used for configuration of the data collection

Reports: A report generation wizard
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TheConfiguration view is opened as a new tab in the main window.

Figure 6-1: Performance Configuration View

The user can select a group of statistics parametdrthan select or deselect the parameters that
will be collected. After selecting the parameters tadikected, the user can select the list of
devices to be polled.

The EXNM-2000 server will then periodically poll the seéetswitches to collected configured
parameters. The data is stored in the database andéxeoailable for future retrieval.



Statistics can be gathered for four different netwdeknents:
APs
Channels
ESSIDs
Switches

See Appendix C on 33 for a comprehensive list of the availtdiistis.
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Clicking Reports opens a wizard for performance management datavadtaad presentation.

The user can select two different ways to presentatee Real-time statistics or History
statistics (logged)f Real-time statistics are selected, the EXNM-2000 starts to poléhected
device every several seconds, building a graph of polleds/dfidistory statistics are selected,
the graph is based on a list of values previously pollethédgerver within the time window
chosen by the EXNM user.

Once the report has been defined, a graph of the relstaistics for the chosen device will
appear. The user can zoom in and out, or print the graph.

A sample report graph (Rx Packets on radio 1 for ARsprticular switch) appears below.

Figure 6-2: Sample Performance Report
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All system administration tasks can be done by privilegedsuseusing the same client
application. The server does not have any user interfac#ebesimessage logging screen.

The default user (*Admin”) can open tBgstem Administrationtab (on the left side of the main
window), and perform user management tasks (add, modifgl@lete user profiles and add,
modify and delete users). The Admin may also view and gardisystem parameters; view and
modify the license; and view the systéiout information.

((#) %

Clicking onUser Managementopens a new tab in the main window. This tab has two @anel
UsersandProfiles.

Figure 7-1: EXNM-User Management View

Each user record contains the following parameters:



(M) User name

(M) Password (minimum 8 characters)

(M) Profile (each user must be assigned to a specificauséfe)

(M) Password expiration date (may be selected asempites)

(O) Restriction to a specific host name (may be loggdbm a specific IP)
(O) First & Last name

(O) Department, Location, Phone number and Email address

(# # +'

TheProfiles panel is used for user profile management. When opdmedutrent user profiles
are displayed on the left side and you can add a new poofife@dify and delete existing profiles.

Figure 7-2: EXNM-User Management Profiles
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The System Administration view allows the system administrator to configure da&bas
connections between the EXNM-2000 server and the databasepsetium size thresholds for
tables, and configure SMTP server connection properties PSdéiiver parameters are used in
order to give the system the ability to send email aledsages to users upon the occurrence of
alarms and events (see “Fault Management” on p. 20).

Figure 7-3: System Administration View
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TheAudit Trail panel provides a tool to monitor usage of the EXNM-2000 sys{ethe various
users. The panel contains a table of user actions, orbertgde and date. Each record contains
the action properties: sequence number, time, datenass, operation description, client
application IP address, and operation status (alloweémed).

Figure 7-4: Audit Trail
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100 Managed Elements

Single Intel processor, core 2 duo 1,2BH&L2-Cache, or
equivalent

Memory — 1GB DDR2-400 SDRAM
Disk — 100GB SATA

CD-ROM drive

100Mbps Ethernet Interface

Dual Power Supply - optional

1,000 Managed Elements Single Intel processor, core 2 8@z, 2MB L2-Cache, or

equivalent

Memory — 1GB DDR2-400 SDRAM
Disk — 100GB SATA

CD-ROM drive

Gigabit Ethernet Interface

Dual Power Supply - optional

2,000 Managed Elements Dual Intel processors, core 2 8@z, 2MB L2-Cache, or

equivalent

Memory — 2GB DDR2-400 SDRAM
Disk — 200GB SATA

CD-ROM drive

Dual Gigabit Ethernet Interfaces
Dual Power Supply - optional

2 +%I(

Supported Operating
Systems

Microsoft Windows Vista/XP/2003
Linux 2.6 kernel and above
Sun Solaris 10

Database

mySQL 5.0 (requires separate purchase from third-party vendor
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Memory 1GB

Disk 2GB of free disk space

Interface Fast Ethernet (100Mbps)

Display Resolution 1024 X 768 and above
Supported Operating Microsoft Windows Vista/XP/2003
Systems Linux 2.6 kernel and above

Sun Solaris 10

Supported Web Browsers Microsoft Internet Explorer 5.0 & above
Firefox 2.0 and above

Java Virtual Machine Sun Java SE 1.6 (6.0) installed automatically if nohtbu
(JVM)

' %; 2
&%
Client size 10MB
Client location Downloaded once and cached on the users computer

Operational Bandwidth Normal operation requires approx. Bp8Kor download

Upload traffic is low; bandwidth of 32Kbps is sufficient / dap¢
preferred
Server/Managed Elementl,00(-device Systen _
Bandwidth Requirements Required server-side bandwidth —
symmetrical 2Mbps
2,000-device System:
Required server-side bandwidth —
symmetrical 5SMbps

On managed device side, minimal bandwidth is 250Kbps

symmetrical
48& - #
+ ) (%
EXNM-2000/XX where  Extricom Network Management System with license fonglsi
XX stands for the server and multiple clients
number of managed
switches:

2E- entry level,
5, 10, 25, 50, 100,
U- Up to 2000

. [-0+.
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The table below contains the alarm types that can betsélby the administrator for display:

()% %"
Client Association Info

Client Disassociation Info

Not Extricom AP Major

Key Error Minor
Downlink Retry Minor
Configuration Change Info

PoE Failure Major

AP Disconnected Info

AP Connected Info

AP Off Info
Redundancy, Peer Connection Up Normal
Redundancy, Peer Connection Down Major
Redundancy, Keepalive Connection Up Normal
Redundancy, Keepalive Connection Down Major
Redundancy, Beacon Status Up Normal
Redundancy, Beacon Status Down Minor
Redundancy, Status Up Normal
Redundancy, Status Down Major
Rogue AP, Status Info
Rogue AP, Lost Normal
Rogue AP, Found Major
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Rogue AP, Update Normal
EAP ? radius redundancy timeout Minor
EAP- radius redundancy changed radius selection Info
EAP-radius redundancy , no radius found in available Critical
radiuse

Intrusion Detection, Duration Attack Major
Intrusion Detection, Association Flood Attack Major
Intrusion Detection, Disassociation Flood Attack Major
Intrusion Detection, Authentication-Failure Attack Minor
Intrusion Detection, Authentication Flood Attack Major
Intrusion Detection, De-Authentication Flood Attack Major
Intrusion Detection, RF Jamming Attack Major
Intrusion Detection, EAPOL Start Attack Major
Intrusion Detection, EAPOL Logoff Attack Major
Intrusion Detection, De-authentication Broadcast Major
EAP ? RF Localization Failed Critical
Firmware Upgrade Startup Info
Firmware Upgrade Progress Info
Firmware Upgrade Done Info
Firmware Upgrade Startup Info
Reconfigure Ended Info
Communication Lost Major
Communication Restored Normal

Notes:

1. The alarms “Intrusion Detection, EAPOL Start Attackiid “Intrusion Detection, EAPOL Logoff
Attack” are not supported by switches running software versibn
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apRxPacketRadiol
apTxPcketRadiol
apRxOctetRadiol
apTxOctetRadiol
apTxFailedOctetRadiol
apTxFailedPacketRadiol
apTxRetansFailRadiol
apTxRetansFailOctetRadiol
apTxRetansSuccessRadiol
apTxRetansSuccessOctetRadiol
apRxMcastOctetRadiol
apRxMcastPacketRadiol
apTxMcastPacketRadiol
apTxMcastOctetRadiol
apTxDropedCountRadiol
apRxPacketRadio2
apTxPcketRadio2
apRxOctetRadio2
apTxOctetRadio2
apTxFailedOctetRadio2
apTxFailedPacketRadio2
apTxRetansFailRadio2
apTxRetansFailOctetRadio2
apTxRetansSuccessRadio2
apTxRetansSuccessOctetRadio2
apRxMcastOctetRadio2
apRxMcastPacketRadio2
apTxMcastPacketRadio2
apTxMcastOctetRadio2
apTxDropedCountRadio?2
apRxPacketRadio3
apTxPcketRadio3
apRxOctetRadio3
apTxOctetRadio3
apTxFailedOctetRadio3
apTxFailedPacketRadio3
apTxRetansFailRadio3
apTxRetansFailOctetRadio3
apTxRetansSuccessRadio3
apTxRetansSuccessOctetRadio3
apRxMcastOctetRadio3
apRxMcastPacketRadio3
apTxMcastPacketRadio3
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apTxMcastOctetRadio3
apTxDropedCountRadio3
apRxPacketRadio4
apTxPcketRadio4
apRxOctetRadio4
apTxOctetRadio4
apTxFailedOctetRadio4
apTxFailedPacketRadio4
apTxRetansFailRadio4
apTxRetansFailOctetRadio4
apTxRetansSuccessRadio4
apTxRetansSuccessOctetRadio4
apRxMcastOctetRadio4
apRxMcastPacketRadio4
apTxMcastPacketRadio4
apTxMcastOctetRadio4
apTxDropedCountRadio4
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channelRxPacket
channelTxPcket
channelRxOctet
channelTxOctet
channelTxFailedOctet
channelTxFailedPacket
channelTxRetansFalil
channelTxRetansFailOctet
channelTxRetansSuccess
channelTxRetansSuccessOctet
channelTxDropedCount
channelTxMcastOctet
channelTxMcastPacket
channelRxMcastPacket
channelRxMcastOctet
channelClientsCount
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essRxPacket

essTxPacket

essRxOctet

essTxOctet
essTxFailedOctet
essTxFailedPacket
essTxRetansFail
essTxRetansFailOctet
essTxRetansSuccess
essTxRetansSuccessOctet
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essTxMcastOctet
essTxMcastPacket
essRxMcastPacket
essRxMcastOctet
essTxDropedCount
essClientsCount
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rxPacket
txPacket

rxOctet

txOctet
txFailedOctet
txFailedPacket
txRetansFalil
txRetansFailOctet
txRetansSuccess
txRetansSuccessOctet
rxMcastOctet
rxMcastPacket
txMcastPacket
txMcastOctet
txDropedCount
clientsCount
rtsSucces
rtsFailed
rxLanPacket
txLanPacket
rxLanOctet
txLanOctet
txLanError
txLanDropped
rxLanDropped
txLanCollission
rxLanFrame

Notes:

1. For switches running EXNM SW version 3.4.16, the followingistias are not supported in real
time: apTxPcketRadiol, apTxOctetRadiol, channelTxPckahneiTxOctet, essTxPacket,
essTxOctet

2. For EXNM-2000 SW version 1.0.44, the following parameteesnat supported in History
mode:



apTxPcketRadio, apTxOctetRadiol, apTxMcastPacketRadiol, agastlictetRadiol,
apTxMcastPacketRadio2, apTxMcastOctetRadio2, channelTxRtiatnel TxMcastPacket,
channelTxMcastOctet, essTxPacket, essTxOctet, essTXRéezkstt, essTxMcastOctet, TxPacket,
TxOctet, TxMcastPacket, TxMcastOctet
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